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ABSTRACT

Ensuring the data integrity and safety of dam infrastructure is a major challenge. In recent years,
numerous cyberattacks have targeted critical infrastructure, underscoring the importance of
security systems. To address this challenge, we propose DamChain, a warning system designed

to improve the data integrity and security of dam infrastructure based on blockchain technology.
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The decentralized ledger of blockchain records data in a transparent and immutable manner,
which is important for ensuring the integrity of data and preventing unauthorized modification.
This system aims to provide a solution that maintains the data integrity and is designed to provide
a warning mechanism about water levels, improving the security and data integrity of dams.
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This is an open access article distributed under the CC BY-NC 4.0 license
(http://creativecommons.org/licenses/by-nc/4.0/).

1. Introduction

Water dams play an important role in water resource
management, energy production, and flood control.
Therefore, ensuring the integrity and security of dam
infrastructure is important to prevent potential disasters.
The 2022 cyberattack on a Ukrainian power company,
resulting in data manipulation [1], demonstrates the
importance of securing critical infrastructure against
cyberattacks [2].

Numerous studies have explored the application of
blockchain technology in various domains, including
healthcare, finance, and loT [3]. Blockchain, as a
decentralized ledger, provides transparency, resilience,
and immutability against unauthorized modification,
making it a possible solution for critical infrastructure
like dams.

In research by Liu et al., a cross-organizational non-
repudiation industrial control log system based on
blockchain was introduced. This system ensures the
security and integrity of operation logs [4]. Another study
proposed the utilization of blockchain to monitor device
functioning within industrial control systems, thereby
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enhancing system security and stability [5]. Inspired by
these studies, this paper proposes the network
architecture and operational workflow of a warning
system based on blockchain, contributing to the enhanced
security of dam infrastructure.

2. Background

2.1. Regulatory and Policy

Regulatory and policy frameworks provide a
framework for ensuring the security, safety, and
resilience of dam infrastructure. This may include rules
for access controls, data protection, and incident response
plans. Compliance with these regulations and policies is
essential for ensuring the resilience of dam infrastructure
against potential cyber threats, as well as for ensuring the
safe operation of the proposed warning system based on
blockchain technology.

These frameworks must also consider the
importance of maintaining consistency between
operational records and actual activities to ensure the
reliability of dam operations. This involves establishing
guidelines for recording dam operations, including water
level monitoring and emergency response procedures, to
ensure accuracy and compliance with regulatory
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requirements. Maintaining this consistency ensures that
operational decisions are based on reliable data.

If the status of dam gates displayed in the system
does not match their actual physical state, it can be
dangerous. For instance, the system might indicate that
the gates are closed when, in fact, they are open;
alternatively, the system could show the gates as open
when they are actually closed, leading to potentially
incorrect assumptions and actions by operators. This
discrepancy can result in uncontrolled water flow, which
might cause flooding downstream or put the structural
integrity of the dam at risk. Such situations could lead to
severe consequences.

Implementing comprehensive monitoring rules,
supported by clear regulatory and policy frameworks, is
important to ensure that operational records accurately
reflect the true state of dam infrastructure. By
establishing transparent and reasonable processes for data
collection and reporting, operators can enhance the
reliability and integrity of dam operations, ultimately
safeguarding dam infrastructure.

2.2. Data Integrity

Data integrity within the dam infrastructure system
is important to ensure that data remains consistent,
accurate, and reliable, especially in the face of potential
unauthorized access and malicious attacks. This integrity
is important for sustaining the safety and effectiveness of
water management, energy production, and flood control
operations. Compromises to data integrity can result in
incorrect decisions and operational disruptions, posing
significant risks to public safety and environmental
stability [6].

Ensuring data integrity is important for maintaining
the security of dam infrastructure. Accurate data is
essential for monitoring water levels, detecting anomalies,
and predicting potential risks such as floods or structural
failures. Compromised data integrity could result in
incorrect assessments of risks, leading to delayed
responses to emergencies.

Malicious hackers and unauthorized individuals
may attempt to compromise data integrity through
various mean. In addition to the risk of data being
tampered with by hackers, there is also the potential
threat of unauthorized modifications by internal
employees. Employees may utilize their privilege to
modify data for personal advantage or cover up
unauthorized actions. Insider threats can be particularly
challenging to detect, as these individuals often have a
deep understanding of the vulnerabilities of the dam
infrastructure system.
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Blockchain can serve as digital evidence because it
provides a secure and immutable record of operational
data. This ensures that the data on the blockchain can be
used as reliable digital evidence in audits, legal
proceedings, and other situations where proof of
authenticity and accuracy is required. The ability of
blockchain to maintain a verifiable and unchangeable
history of records makes it a powerful tool for preserving
digital evidence.

Safeguarding data integrity is important for
maintaining the security, reliability, and effectiveness of
dam infrastructure operations. By implementing
advanced technologies like blockchain, dam operators
can ensure the data integrity of dam infrastructure in the
face of potential threats [7].

3. DamChain Architecture

The system architecture utilizes blockchain
technology to improve the safety and reliability of dam
operations. The integration of several components within
the system architecture works together to ensure the data
integrity related to dam infrastructure.

3.1. Network Architecture

The network architecture integrates dam operations
and water level monitoring with blockchain technology
to improve the security and reliability of important data
related to dam infrastructure. This integration is depicted
in Fig. 1. The diagram illustrates a network architecture
that integrates dam operations and water level monitoring
with blockchain technology.
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Fig. 1 Network Architecture

The dam is responsible for operating and managing
water levels. The blockchain serves as a distributed
database where all dam operations and water level data
are recorded and stored securely. This includes water
level data collected from water sensors, ensuring that
operators have access to information about the dam
operations and water level data. the system achieves
protection against tampering by recording water levels
and operational data on the blockchain, ensuring the
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3.2. Operational Workflow

The operational workflow shows a comprehensive
approach to managing dam operations and ensuring
compliance with regulatory requirements. This process
ensures that operational data are recorded and monitored,
with appropriate actions taken based on predefined
conditions. Fig. 2 is the operational workflow designed
for managing dam operations through blockchain
technology.
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Fig. 2 Operational Workflow

The dam operator controls water flow through
interaction with the dam gates. These actions are logged
on the blockchain to ensure transparency and tamper
resistance of operational data. The water level sensors
monitor water levels and record data on the blockchain.
The smart contract evaluates the recorded data to
determine if water level is normal. If the water level is
abnormal, the smart contract triggers a notification to the
operator and all related staff, prompting them to take
appropriate response to the situation.

4. Experiment

The experiment evaluated the performance of the
proposed dam warning system, utilizing Geth (Go
Ethereum) for blockchain implementation. The system
operated on a computer with specifications listed in
Table 1.

Table 1. Experiment Evironment

CPU Intel Core i5-7500 @ 3.40 GHz
0S Windows 10 Enterprise 64-bit
RAM 16GB
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Fig. 3 shows the transaction count on the blockchain.
The horizontal axis represents elapsed time, ranging from
5 seconds to 40 seconds, while the vertical axis represents
transaction count, measured in transactions per 5 second.
This indicates that the system, within the specified
hardware and software environment, is capable of
processing and recording dam operations, with an
average throughput of approximately 115.575
transactions per second.
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Fig. 3 Transaction Count

Fig. 4 shows the experimental results of the response
times to water level alert events. The horizontal axis
represents different trials or instances, numbered from 1
to 8. On the vertical axis, the response time is measured
in seconds. The consistent height of the bars indicates that
the response time remained relatively stable across
different instances of water level alert events.
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Fig. 4 Response Time

Across multiple trials, the system consistently
responded to alert events with an average response time
of approximately 5.064 seconds. The consistency in
response time indicates the reliability of the system in
addressing water level alerts promptly and efficiently.
The results validate the efficacy and efficiency of the
proposed dam warning system, showing its ability to
provide timely responses to water level alerts.



5. Conclusion

The regulatory and policy frameworks are important
for ensuring the safety of a dam. By adhering to
established rules, operators can make consistent
decisions that minimize potential risks. The integration of
blockchain  technology provides an immutable
mechanism that records important operational data.
offers a solution for ensuring data integrity within dam
operations, ensuring that the operational data for critical
infrastructure remains trustworthy, thus enhancing the
overall security of the system.

The system integrates blockchain technology,
network architecture, and operational workflow to create
a and secure framework for critical infrastructure. The
system also implements a water level alert feature, which
monitors the water levels and triggers warnings when
they reach predefined thresholds, further improving data
integrity and dam security.
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