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ABSTRACT

The collaborative behavior of multiple systems provides valuable functions and services to users.
However, it is actualized by large and complex implementations, which frequently include serious
failures. In this study, we propose an automated random simulation (ARS) technique for checking
the abstract collaborative behavior of multiple systems at the design level. The abstract collaborative
behavior is expected to be designed using an extended place/transition net with attributed tokens
(EPNAT), and the checking is performed dynamically based on the design called "EPNAT model".
The ARS technique consists of (1) an algorithm for model execution using random search with the
evaluation of constraints including feasibility, and (2) a stopping criterion for model execution
focusing on glue transitions. The ARS technique requires tool support; therefore, we developed a
prototype tool. We ran the prototype tool with a trial model and three faulty models, and found its

effectiveness and future challenges.
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This is an open access article distributed under the CC BY-NC 4.0 license
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1. Introduction

Systems are playing an important role as the foundation
of modern information society, and a wide range of people
uses systems in their daily lives. Many of recent systems
are connected by networks and exhibit collaborative
behavior to provide valuable functions and services to
users. However, the collaborative behavior is actualized by
large and complex implementations, which frequently
include serious failures that cause considerable damage to
society and wusers. System engineers (SEs) require
systematic quality control techniques to effectively detect
such failures at the design level, because it is difficult for

SEs to detect and remove them at the implementation stage.

To address this issue, this study presents an automated
random simulation (ARS) technique for checking the
abstract collaborative behavior of multiple systems at the
design level. The abstract collaborative behavior is
expected to be designed by SEs using an extended
place/transition net with attributed tokens (EPNAT), and

the checking is performed dynamically based on the design.

The ARS technique requires tool support; therefore, we
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developed a prototype tool. This study is an extension of
our previous one [1].

EPNAT [2] is a formal modeling language for
concurrent and distributed state-transition systems. It was
developed from the place/transition net (PN), and has the
following additional elements:

e Attributes (variables given to each token to
characterize the states of systems)
e Actions (procedures for data processing that

accompany each transition of systems)

e Basic constraints (local conditions that each variable
and transition must satisfy, which are classified into
invariants, pre- and post-conditions)

EPNAT is intended for use in projects involving Vienna
development method (VDM) [3] and/or model-driven
development (MDD). This enables SEs to create
executable designs for abstract behavior of multiple
systems before the implementation stage. In this study, the
EPNAT’s executable designs will be referred to as
"EPNAT models" or "models". The term "abstract"
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indicates essential parts of system requirements that are
explicitly defined without ambiguousness.

Some studies are closely related to the ARS technique.
Takagi et al. [4] proposed a semiautomated simulation (SS)
technique that visually checks the abstract behavior of
systems based on EPNAT. The SS technique is intended to
check arbitrary aspects of designs from the individual
perspectives of SEs; thus, it does not concentrate on
collaborative behavior. In addition, SEs must manually
select inputs for model execution and evaluate non-basic
constraints. In contrast, the ARS technique concentrates on
collaborative behavior while automating input selection
and non-basic constraint evaluation. Another previous
study [5] described a stopping criterion for PN-based
software testing to cover transition paths of a specific
length, which was evaluated using coverability trees
generated from given PN models. However, it cannot deal
with the additional elements discussed above and cannot
concentrate on collaborative behavior. Therefore, we also
discuss a novel stopping criterion in this study.

The remainder of this paper is organized as follows: In
Section 2, we propose the ARS technique, which consists
of an algorithm and a stopping criterion for model
execution. Non-basic constraints are closely related to the
algorithm; thus, they are discussed as part of the algorithm.
Section 3 shows our prototype tool and experimental
results, followed by a discussion on the effectiveness of the
ARS technique. In Section 4, we present our conclusions
and discuss future challenges.

2. ARS Technique

The proposed ARS technique consists of the following
algorithm and stopping criterion for model execution:

2.1.  Algorithm for Model Execution

The algorithm requires four inputs: (a) a model to be
checked, (b) a set of non-basic constraints for the model,
(c) a pseudo-initial state of the model, and (d) a set of
pseudo-final states of the model. Inputs (a) and (b) are
described by SEs on the basis of the system requirements,
which specify interactions among multiple systems that
actualize collaborative behavior. The non-basic constraints
are classified into types A and B on the basis of the timing
of failure detection. The constraints of type A must be
satisfied by systems at all times; thus, their dissatisfaction
(violation) with the fire of a transition results in a definite
failure. A typical example of a type A constraint is that
when a condition is satisfied in a system, another condition
must be always satisfied in another system. However, the
constraints of type B must be satisfied by systems
sometime in the future. When a type B constraint has never
been satisfied during model execution, it indicates a
possible failure at the end of the model execution. The term
"possible" indicates that the existence of the failure cannot
be strictly proven but is strongly inferred. A typical
example of a type B constraint is that when a condition c¢;
is satisfied, another condition ¢, must be satisfied
sometime in the future. Some kind of behavior of different
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systems can be done between the satisfaction of ¢; and the
satisfaction of c,. Inputs (c) and (d) are determined by the
SEs on the basis of their objective of checking. In this study,
each model state is identified using a marking and variable
values. The initial and final states based on the system
requirements are explicitly defined by the SEs as part of
the model. SEs typically specify the initial state as input
(c), but they can also specify another valid state excluding
the final states and input (d). In addition, SEs can specify
not only the final states but also additional valid states as
input (d). Note that if there are any states with no feasible
(fireable) transitions, they should be defined as final states
and included in input (d).

The algorithm has two outputs: (e) failures of the model
and (f) a process of model execution. If the stopping
criterion described in Section 2.2 is satisfied without the
detection of any failures, output (e) is not provided. Output
(f) consists of executed paths and metrics related to the
stopping criterion. It is provided not only as text but also
as a graphical representation and will assist SEs in
understanding and removing failures.

The procedure of the algorithm is described as follows.
Note that the description of output (f) has been omitted for
simplicity.

[Step 1] Initialize the input model to the input pseudo-
initial state.

[Step 2] Create a set of candidates for feasible transitions
on the basis of only the current marking. Hereafter, the
set is referred to as 7. Note that the feasibility of each
transition is exactly determined not only by the current
marking but also by the pre-conditions, which are
evaluated in a later step.

[Step 3] If T is empty, output it as a failure and terminate
the algorithm. Otherwise, select a transition randomly
from T. Hereafter, the selected transition is referred to
as t.

[Step 4] Evaluate the pre-condition of ¢. If ¢ has any
arguments, select their values randomly from their
respective sets of valid values that make their
respective invariants and the pre-condition true. If there
are any arguments for which no valid values can be
found or if the evaluation results in false, remove ¢ from
T and return to Step 3.

[Step 5] Fire ¢ with the selected values of the arguments,
and execute the action of z. All related constraints, such
as the invariants of variables used in the action, the
post-condition of ¢, and the input non-basic constraints,
are evaluated to detect failures. If there are any
constraints (except the non-basic constraints of type B)
whose evaluation results are false, then output them as
definite failures and terminate the procedure.
Otherwise, the current state of the input model is
successfully changed. Note that the evaluation results
of the non-basic constraints of type B are not
determined, even if they have not been satisfied at this
instance.



[Step 6] Evaluate the stopping criterion. If satisfied,
proceed to Step 8.

[Step 7] If the current state is one of the input pseudo-final
states, return to Step 1. Otherwise, return to Step 2.

[Step 8] If any non-basic constraints of type B have never
been satisfied, output them as possible failures.
Terminate the procedure in all cases.

2.2.  Stopping Criterion for Model Execution

Step 6 of the proposed algorithm requires a stopping
criterion that influences the failure detection power of the
ARS technique. The essential parts of abstract
collaborative behavior, that is, the interactions among
multiple systems, are defined as glue transitions in the
EPNAT models. Therefore, we propose a stopping
criterion that focuses on the glue transitions.

One model is composed of multiple sub-models that
correspond to multiple systems. The sub-models are
connected to each other by glue transitions. Defining glue
transitions is a characteristic of modeling using EPNAT.
When a glue transition is fired, attributes can be written
and read among the sub-models connected by the glue
transition. The reading of an attribute depends on the
preceding writing of the attribute. Writing and reading will
be related to markings on which they are executed.

According to the aforementioned discussion, the model
execution should cover combinations of markings, writing,
and reading related to glue transitions. Part of this concept
was derived from data flow software testing [6]. The
combinations are called "check objects" in this study, and
are defined as follows:

C=UaEA(Uw€Wa M, > {w})x UrERa WMx{rh)) (1)

where C represents a set of check objects. 4 represents a
set of attributes. W, and R, represent sets of the writing and
the reading of a (a€A), respectively. In each element of C,
at least one of w (WEW,) and r (r€R,,) is executed in actions
of glue transitions. M,, and M, represent sets of markings
on which transitions accompanied by actions including w
and r are fired, respectively. Note that the distributions of
tokens on sub-models that are not connected by a glue
transition to be fired are masked in each element of C. For
example, if sub-models x, y, and z have places {px1, px},
{py1}, and {p:1, p»}, respectively, and if only x and y are
connected by a glue transition to be fired in an element of
C, amarking in the element is expressed as [#px1, #px2, #py1,
-, -], where #p indicates the number of tokens in p. The
distribution of tokens on z was masked by "-", and thus
markings were distinguished only by {p«1, pxo} and {p;1}.
This masking technique is useful for reducing the number
of elements of C.

Note that in most cases, equation (1) contains infeasible
check objects. As in the case of programs, state-transition
systems with pre-conditions (guards) and actions usually
contain infeasible paths, and it is difficult to evaluate the
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feasibility of the given paths strictly [6] [7]. This is known
as the feasibility problem. For this reason, we used a
random search approach in the algorithm for model
execution. When the number of check objects that have
actually been reached during the model execution
converges, the stopping criterion is satisfied in Step 6.

3. Prototype Tool and Discussion

The ARS technique requires tool support; therefore, we
developed a prototype tool that provides core functions to

e edit an EPNAT model and its non-basic constraints,

e run the algorithm for model execution, and

e cvaluate the stopping criterion for model execution.

The prototype tool runs on VDMJ (a command line tool
that includes an interpreter for VDM++) [3] and Visual
Studio Code (a sophisticated code editor). Figure 1 shows
a screenshot of the prototype tool that is running the
algorithm. It includes two windows: the left one shows a
simplified EPNAT model under execution, and the right
one shows an overview of the model execution process
based on the number of check objects.

Figure 1. Screenshot of the prototype tool.

In addition, to discuss the effectiveness of the ARS
technique, we constructed a trial model that represents the
abstract collaborative behavior of a student management
system (SMS) and book management system (BMS). SMS
and BMS are imaginary systems outlined as follows:

SMS and BMS store data on students and books at a
university, respectively. SMS and BMS provide each
student with functions to login, logout, request a leave
of absence, request a resumption of studies, and
borrow/return a book. Each student uses SMS and
BMS through an integrated website, and thus SMS and
BMS look like a single system.

A student who is not on a leave of absence can login to
borrow/return books. The student must return all
his/her books before he/she requests a leave of absence.

A student who is on a leave of absence can login only
as a guest user and cannot borrow any books. The
student is allowed to login to borrow/return books after
he/she has resumed his/her studies.



Simultaneously, we defined the following three non-
basic constraints for the trial model:

[C1] Each book that is in the state of having been
borrowed in BMS is always in the state of having
been borrowed by a student in SMS.

[C2] A student borrows multiple books sometime.

[C3] After each book has been borrowed, it is returned

sometime.

Cl1 is classified as type A. C2 and C3 are classified as
type B. C3 includes an order relation between two events,
and thus C3 is a more complex constraint than C2. The trial
model was constructed so as to satisfy them. Generally,
constructing a model and its non-basic constraints may be
difficult for SEs who are unfamiliar with formal methods.

Subsequently, we applied the ARS technique to SMS
and BMS; that is, we ran the prototype tool with the trial
model, three non-basic constraints, and a pseudo-initial
state. As a result of this preliminary experiment, the
prototype tool reported that no failures were detected,
meeting our expectations. In addition, the prototype tool
outputted an overview of the model execution process, as
shown in Figure 2. A total of 85 check objects were reached
in the trial model. The number of check objects increases
rapidly during the early stages of model execution. It
converges to 85 after approximately 8,000 transitions are
fired. In general, reaching new check objects becomes
more difficult as the model execution progresses. The
prototype tool may have failed to reach certain check
objects because of (1) the feasibility problem described in
Section 2.2 and (2) the random search approach introduced
into the algorithm. In addition, the total number of check
objects will increase as a given EPNAT model becomes
large.

100

80

60

Number of check objects

20 4

0 2000 4000 6000 8000
Number of times transitions have been fired

10000

Figure 2. Overview of a model execution process.

To evaluate the failure detection power, we constructed
three faulty models, F1, F2, and F3 that did not satisfy C1,
C2, and C3, respectively, and we similarly ran the
prototype tool five times with F1, F2, and F3, respectively.
The results of these experiments are as follows:

e The prototype tool terminated the model execution for
F1 after firing 13 transitions on average. It always
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outputted a definite failure that corresponds to the
violation of C1.

The prototype tool terminated the model execution for
F2 and F3 after the number of check objects converged.
It always outputted possible failures that correspond to
violations of C2 and C3, respectively.

The faulty models will be relatively small. However, the
prototype tool successfully detected all inserted failures in
our experiments and showed the expected failure detection
power.

4. Conclusion

In this study, we propose an ARS technique for checking
the abstract collaborative behavior of multiple systems at
the design level. The abstract collaborative behavior is
expected to be designed by SEs using EPNAT, and the
checking is performed dynamically based on the design
called "EPNAT model". The ARS technique consists of (1)
an algorithm for model execution using random search
with the evaluation of constraints including feasibility, and
(2) a stopping criterion for model execution focusing on
glue transitions.

The ARS technique requires tool support; therefore, we
developed a prototype tool. We ran the prototype tool with
a trial model and three faulty models, and found the
following:

e There may be check objects that the prototype tool
failed to reach because of (1) the feasibility problem of
the EPNAT models and (2) our random search
approach. For example, metaheuristics that have been
successfully applied to state-transition-based software
testing [7] may be effective in reaching new check
objects; this discussion will be addressed in future
studies.

The total number of check objects will increase as a
given EPNAT model becomes large. The scalability of
the ARS technique will need to be discussed in future
studies. Addressing the scalability problem may
require not only our masking technique but also
additional techniques.

The prototype tool successfully detected all inserted
failures in our experiments and showed the expected
failure detection power. The faulty models will be
relatively small; thus, additional experiments in real-
life development projects will need to be performed in
the future for strict evaluation.

Constructing a model and its non-basic constraints may
be difficult for SEs who are unfamiliar with formal
methods, which is one of the greatest obstacles to
applying the ARS technique to real-life development
projects.
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