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ABSTRACT

The Schneider Electric Twido PLCs are analyzed, focusing on the UMAS protocol vulnerabilities,
which lack essential security features such as encryption, authentication, and replay attack protection.
Key design flaws, including unencrypted communications and unrestricted memory access, are
identified and real-world attacks are replicated using publicly disclosed CVEs. A Snort-based
Intrusion Detection System (IDS) is developed to address these vulnerabilities, incorporating custom
rules to detect abnormal traffic patterns and high-risk function codes within the UMAS protocol.
Simulated attack scenarios confirm the IDS's ability to identify unauthorized operations. This
solution is lightweight, scalable, and offers practical security improvements for industrial control

(UMAS) Protocol
Programmable Logic Controller (PLC)
Signature-based Detection

systems relying on proprietary protocols like UMAS.
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1. Introduction

The emergence of Industry 4.0 and the development of
the Industrial Internet of Things (IloT) have led industrial
control systems (ICS) to become increasingly networked
and intelligent. This transformation, while enhancing
efficiency, also exposes key components like
Programmable Logic Controllers (PLCs) [1] to new
cybersecurity risks. Legacy industrial protocols, including
Modbus TCP [2], FINS, and the Unified Messaging
Application Services (UMAS) protocol, are still widely
used in many PLCs. Since these protocols were not
designed with modern cybersecurity measures in mind,
they often omit critical protections such as encryption,
authentication, and replay defense, leaving systems
exposed to potential cyber threats.

In particular, Schneider Electric’s Twido PLCs use the
proprietary  UMAS protocol, which contains several
critical vulnerabilities. Attackers may exploit these flaws
to bypass authentication, manipulate memory directly, or
replay captured commands [3]. Combined with the limited
security infrastructure in many ICS environments - such as
the absence of gateways or real-time monitoring - these
risks become more severe [4].
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A lightweight, signature-based intrusion detection
system (IDS) utilizing Snort is proposed in this study to
address the identified challenge. The system is specifically
designed to detect abnormal UMAS traffic by identifying
suspicious function codes and packet behavior. It can be
integrated into existing ICS network layers to enhance
security monitoring without adding operational burden,
thereby strengthening the resilience of PLCs in IloT
settings.

2. Background
2.1. UMAS Protocol

UMAS is a Schneider Electric protocol extending
Modbus TCP for advanced control and memory operations
between Twido PLCs and TwidoSuite [5]. Each packet
starts with standard TCP/IP and Modbus headers, followed
by a 0x5A function code identifying UMAS operations.
Requests include a session ID, UMAS function code, and
parameters like memory addresses or variable values. The
PLC responds with a status code (OXxFE for success, 0OxFD
for failure) and relevant data (Figure 1).

Privileged actions, such as memory writes or task
control, require a session ID obtained via reservation
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(function 0x10). However, UMAS lacks authentication,
encryption, access control, and replay protection, making
it vulnerable to unauthorized commands in unsecured ICS
networks [6]. A lightweight IDS tailored to UMAS traffic
can detect anomalies and mitigate threats.

This section also examines protocol-level vulnerabilities
in Twido PLCs, focusing on UMAS. Critical issues
identified include the lack of authentication, unencrypted
communication, and unrestricted memory access, based on
Schneider Electric's Vulnerability Disclosure (SEVD) and
related CVEs [7]. Five CVEs related to UMAS were
analyzed: (1) CVE-2020-28212: Brute-force attack on
PLC reservation; no login attempt limit, (2) CVE-2020-
7537: DoS through malformed UMAS function code, (3)
CVE-2021-22779: Full read/write access without
authentication, (4) CVE-2024-8938: Arbitrary code
execution via function pointer injection, (5) CVE-2024-
11737: DoS via unauthenticated Modbus/UMAS request.
These CVEs were used to model attack scenarios,
providing a basis for evaluating intrusion detection rule
effectiveness in real ICS environments.
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Figure 1 UMAS Communication Transaction Flow

2.2.  Intrusion Detection System

This study utilizes Snort as the core intrusion detection
engine due to its flexible rule definition and strong
community support. In ICS environments, Snort operates
in NIDS mode, analyzing traffic based on the configuration
file (snort.conf) to identify suspicious patterns and
generate alerts [8].

Snort’s detection process includes four key stages:

(1) capturing and decoding packets via Npcap,

(2) preprocessing fragmented or out-of-order traffic,

(3) matching packets against user-defined rules, and

(4) executing actions such as alerting or logging when a

rule is triggered [9].

<action> <protocol>

<source IP> <source port> -> Rule Header
<destination IP> <destination port>
(<options>) Rule Option

Figure 2 Snort Rule Format

Each Snort rule consists of a header and an option
section (Figure 2). By customizing rules to match UMAS
protocol behaviors and known exploit patterns, we can
detect abnormal activity targeting Twido PLCs.

3. UMAS-Based Attacks Detection Design

In order to effectively detect and mitigate attacks
exploiting vulnerabilities in the UMAS protocol, it is
crucial to first analyze specific weaknesses that attackers
can leverage. For example, CVE-2024-8938 is a
vulnerability in Schneider Electric PLCs that arises when
the PLC fails to properly verify the legitimacy of the target
address and data during the processing of the Write
Physical Address function code (0x29) in the UMAS
protocol. This flaw allows attackers to perform arbitrary
memory Wwrites, overwriting function pointers, stack
contents, or other control structures, enabling the
execution of injected malicious commands (Figure 3).
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Figure 3 CVE-2024-8938 Attack Timing Diagram

To detect specific UMAS-related attack patterns, Snort-
related detection rules were developed. These rules include
detecting Modbus Privileged actions (Figure 4), as
mentioned in session 2.1 (function 0x10), and the Address
& Data Validity Lack (Figure 5) that UMAS seeks to
access, as presented in step 7 of Figure 3 (function 0x29).

alert tcp any any -> any 502 (
msg: "Detect Modbus Function Code Ox5A and UMAS 0x10";
flow:to_server,established;
content:"|5A|"; offset:0; depth:1;
content:"|10|"; offset:1; depth:1;
sid:1000002; rev:1l; )

Figure 4 Detection of UMAS Privileged Actions

alert tcp any any -> any 5602 (
msg: "Detect Modbus Function Code ©x5A and UMAS 0x29";
flow:to_server,established;
content:"|5A|"; offset:0; depth:1;
content:"|29|"; offset:1; depth:1;
sid:1000006; rev:1l; )

Figure 5 Detection of Address & Data Validity Lack



4. Experiment

The attack simulation process demonstrates how the
attacker initiates the attack and how the intrusion detection
system detects and alerts abnormal behaviors (Figure 0). It
also illustrates the detailed workflow of the IDS, from
establishing a connection with the PLC to applying
detection engine rules, recording abnormal packets, and
triggering alarms (Figure 7) [10].

The simulation results (Figure 8) demonstrate the
behavior of the detection rules during repeated attacks
occurring every 10 seconds, along with the corresponding
PLC responses and IDS detection results. Two response
states were observed: State A indicates the detection of a
OxFE response, while State B indicates the detection of a
0xFD response. The horizontal axis represents the time of
each attack attempt.

The results indicate that, regardless of whether the PLC
accepts the session request, the NIDS consistently detects
the attack. When the attack interval exceeds 50 seconds,
the PLC grants access, reflecting its timeout logic.
Although the PLC blocks frequent requests, it lacks
protection against delayed attacks that exceed the timeout
window.

Under high-frequency traffic (every 10 seconds), no
packet loss or delay was observed from the PLC,
demonstrating the stability of the system. The proposed
NIDS was able to continuously detect the attack,
confirming its practical applicability in real-world ICS
deployments.

Establish Connection
with PLC

|

Packet Reaches
Detection Module

|

Apply Detection Engine
Rules for Packet
Evaluation

Does the
Packet Match
Known Attack
Signature?

Log Abnormal Packet
Info to Log File

Allow Packet to Pass Trigger Alarm

End Detection
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Figure 8 Detection Results of Rules Under Fixed 10-
Second Interval Attack Scenario

5. Conclusion

This study proposed a Snort-based IDS for Schneider
Twido PLCs, focusing on UMAS protocol vulnerabilities
such as the lack of encryption, authentication, and replay
protection. Although UMAS has existed for years, it still
holds a significant market share, which makes its security
weaknesses highly relevant in real-world industrial
environments. These issues pose considerable
cybersecurity challenges that cannot be overlooked. The
proposed system detects abnormal traffic through rule-
based analysis and passive monitoring, achieving effective
protection without altering existing ICS infrastructure. By
offering a lightweight and practical solution, our approach
helps mitigate potential risks associated with UMAS-based
communications and enhances the overall security posture
of legacy systems. Future work will explore integrating
machine learning techniques, extending multi-protocol
support, and deploying the framework across diverse PLC
networks, aiming to further strengthen industrial
cybersecurity and contribute to advancing both defensive
practices and educational applications.
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