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ABSTRACT
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technology is being haressed to detect and prevent these threats. Accordingly, this study
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1. Introduction

Over the years of development, critical infrastructures
have significantly enhanced our quality of life. The
introduction of the industry 4.0 concept [1] in 2011
marked a pivotal moment, prompting various industries
to prioritize the establishment of secure Cyber-Physical
Systems (CPS) [2]. CPS, which integrate computation,
networking, and physical processes, empower us to
monitor the system's physical processes and network
traffic, enhancing overall system performance and
resource allocation.

However,  vulnerabilities  persist in  the
infrastructure's CPS, potentially endangering lives. Dam
facilities, in particular, experience annual failures and
security breaches. Some failures result from abnormal
inflows triggered by extreme weather conditions, such as
the Loas Dam collapse due to heavy rainfall in 2018 [3].
On a different note, the cyberattack on the Bowman
Avenue Dam in 2013 [4] exposed the system's
vulnerability to potential hacker-induced crises.
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Fortunately, the progress in machine learning and
neural networks has paved the way for a multitude of
novel detection models to counter these threats. For
example, J. Goh and their team [5] have leveraged the
capabilities of Recurrent Neural Networks (RNN) to
develop models for the identification of cyberattacks,
utilizing datasets in the training process. Similarly, J.
Inoue and their colleagues [6] have dedicated their efforts
to pioneering anomaly detection methodologies in the
domain of water treatment, adding another layer of
security to critical infrastructure.

While the two methods mentioned above center on
water treatment, the importance of addressing the
security of dam Cyber-Physical Systems (CPS) can no
longer be understated in light of global incidents.
Consequently, this study places a strong emphasis on the
development of a testbed that encompasses both physical
and network data components within a dam environment,
marking a primary objective of this research
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2. Research Background

Our research delves into the principles of Industrial
Control Systems (ICS) [7] and the SWaT testbed
developed in Singapore [14]. Constructing our system in
alignment with existing industry standards lends
credibility to our data. As such, we will provide a concise
overview of these frameworks before diving into the
specifics of our testbed.

2.1. Industrial Control System

An Industrial Control System (ICS) is a comprehensive
network designed to automate industrial processes,
comprising various elements such as Human Machine
Interfaces (HMI) [8] and Supervisory Control and Data
Acquisition (SCADA) [9] systems. These components
work together with Master/Remote Terminal Units
(MTU/RTU) to transmit commands, Programmable
Logic Controllers (PLC) [10] to execute these commands,
and a Data Historian for logging historical operational
data. While ICS variations cater to specific applications,
their primary role is to manage and integrate both
Information Technology (IT) and Operational
Technology (OT) aspects within the system.

2.2. SWaT

The iTrust SWaT (Secure Water Treatment) testbed
replicates a water treatment plant, serving as a research
facility for cybersecurity in industrial control systems
(ICS). It allows controlled experiments and vulnerability
assessments, aiding the development of security
solutions to protect critical infrastructure from cyber
threats and enhance ICS security.

Similar to SWaT, we need to record information like
water flow and gate status. However, our architectural
focus lies in simulating and recording dam gate controls,
hence emphasizing the status and command messages of
the gate.

3. Testbed Architecture

The objective of our testbed is to is to mimic a real dam's
CPS in the data we collect, achieved by replicating a
retired dam
architectural specifics in the following section, outlining
how this goal is accomplished.

in Taiwan. We will delve into the
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3.1. Dam Environment

The testbed's structure is visually represented in Fig.1,
featuring the simulation of seven spillways within the
dam, each managed by PLCs.

PLC1 PLC2
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Fig. 1. The dam scenario within the testbed, featuring seven
spillways, which are controlled by three PLCs

The water level within the dam is subject to
fluctuation due to factors including the inflow from
upstream, rainfall, and the discharge of water
downstream. There are seven gates in total, the first two
representing the regular discharge which is controlled by
two PLCs; and the others will be the backup spillways
that only rise up by a same PLC simultaneously when
needed.

The primary objective of the spillways is to regulate
the water level within the dam to accommodate a range
of purposes, including agricultural and domestic water
supply. Conversely, any gate control behaviors that result
in either excessively high or low water levels are
classified as non-normal operations. Such deviations
from normal operations have the potential to lead to
serious dam failures or an inability to meet water supply
demands.

3.2. CPS framework

As depicted in Fig.2, the Human Machine Interface
(HMI) maintains a constant query to the connected PLCs
for gateway status updates and possesses the capability
to transmit commands to the PLCs via Modbus TCP [11]
packets. Furthermore, it communicates with the linked
SQL server to log the operational data.

The Arduino boards are used to serves as the
primary interface for on-site dam management. In actual
dam operations, workers commonly engage with the
facility's controls by physically pressing buttons on the
control panels, a practice necessitated by security
considerations. This design choice is motivated by the



potential occurrence of Man-in-the-Middle (MITM)
attacks [12] between the PLCs and HMI, posing a risk of
delivering counterfeit data to the SQL
Additionally, we will separately capture and store the
transmitted packets within both the OT and IT networks
using Wireshark [13] hosts.

Inflow data for the dam is sourced from historical
records of a retired dam system. Gate control behavior
includes typical operations for positive samples and
irregular events, such as incorrect gate control, creating
non-standard gate statuses as negative samples. Our
future plans involve adding more attack scenarios to
enhance dataset diversity.

SCrver.

4. Testbed Implementation

To put the testbed architecture depicted in Fig.2 into
practice, we've assembled an array of components from a
retired dam system. These include the Schneider
TWDLCAE40DRF PLCs [15], the HMI, and a Windows
10 PC serving as the database.
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Fig. 2. The testbed's CPS framework comprises both the IT and
OT elements within the system

In addition, we've incorporated two extra Windows
10 PCs dedicated to the task of recording packets using
Wireshark. Furthermore, the network infrastructure
features the Cisco IE 4000 [16] for Switch 1 and the HP
1810-8G [17] for Switch 2.

To mimic the behavior of the dam gates, we've
integrated Arduino MEGA 2560 boards [18] to emulate
the DI/DO values associated with the gates, these values
will also be recorded. The Operate behaviors can be
executed by two paths: serial communication or PLC
digital outputs. Where serial communication emulates
on-site gate control, while the PLC digital output serves
as the remote control from the HMI.

This comprehensive setup enables us to accurately
replicate and record the interactions and operations of the
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dam control further and

experimentation.

system for analysis

5. Conclusions and Future Works

In our research, we have developed a comprehensive
CPS testbed that encompasses both OT and IT elements
within a dam environment. This testbed is closely aligned
with real dam infrastructures, utilizing components from
a retired dam system.

Looking ahead, our plans include the collection of
the dataset for different types of operation, or even
complete publication of the dataset. We are also
exploring the potential integration of additional physical
attack and cyberattack scenarios into the testbed.

Our primary focus is on elevating the testbed to
enhance the security of critical infrastructure systems.
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