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ABSTR AC T  
During 2021, a facility responsible for treating water in Florida, USA, experienced a cyberattack 
orchestrated by external malicious entities. These attackers sought to tamper with the levels of 
certain chemicals in an attempt to compromise the integrity and safety of the water supply. 
Recognizing the complexity of detecting abnormal operations in Industrial Control Systems (ICS), 
this research sought to leverage the benefits of finite-state machine technology to address this 
challenge. To evaluate the scheme, this research performed a series of assessments utilizing the 
cybersecurity testbed for dam control systems developed by TWISC@NCKU in Taiwan. 
Research results show that improved detection of irregular operational behaviors, empowering 
maintenance staff to swiftly pinpoint anomalies. 
 
© 2022 The Author. Published by Sugisaka Masanori at ALife Robotics Corporation Ltd. 

                    This is an open access article distributed under the CC BY-NC 4.0 license 
(http://creativecommons.org/licenses/by-nc/4.0/).

1. Introduction 

During 2021, a facility responsible for treating water 
in Florida, USA, encountered a malicious external attack, 
during which hackers sought to manipulate the levels of 
certain chemicals, posing a significant threat to the 
quality and safety of the water supply [1]. Effectively 
identifying abnormal operations within Industrial Control 
Systems (ICS) has emerged as a significant challenge. 

Using FSM techniques involves carefully 
monitoring and analyzing the states of the system [2]. 
This study focuses on using Finite State Machine (FSM) 
techniques to detect anomalies in Industrial Control 
Systems (ICS), enhancing detection accuracy and 
efficiency. By applying FSM to monitor Programmable 
Logic Controller (PLC) states, the system swiftly 
identifies potential issues, ensuring smooth operation. 
The research, conducted using the TWISC@NCKU 
cyber-security experimental platform for dam control, 
validates the effectiveness of this approach. It 

demonstrates its ability to promptly detect deviations  
from normal operations, aiding personnel in recognizing 
abnormal conditions at minimal cost. rom normal 
operations, aiding personnel in recognizing abnormal 
conditions at minimal cost. 

2. Methodology 

2.1. Programmable Logic Controller 

A Programmable Logic Controller (PLC) [3]  
automates control processes by executing stored 
instructions, often alongside Finite State Machines for 
efficient monitoring. PLC states, like "DI" and "DO" for 
Digital Input and Output, represent signal statuses such 
as switches, while "AI" and "AO" indicate Analog Input 
and Output, showing continuous signal states. This 
structure, consisting of a CPU, input, and output modules, 
ensures dependable performance in industrial settings by 
collecting data from sensors and controlling actuators. 
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2.2. Finite-State Machine 

Lately, Finite State Machines (FSMs) have found 
widespread application across various domains, 
including software development [2] and machine 
learning [4]. FSM methodology's simplicity makes it 
easy to understand and design system models, which is 
effective for testing complex system behaviors. Its 
adaptability to different scales makes it a powerful tool 
for illustrating and managing system behaviors. In 
anomalous behavior detection, FSMs are used to model 
the typical behavior of the system by defining conditions 
and changes, Fig. 1. This method entails observing 
system activities, identifying changes in state that diverge 
from anticipated behavior, and issuing immediate 
notifications. The incorporation of FSM-driven 
anomalous behavior detection is extensively embraced to 
improve the effectiveness of modeling system behavior 
and detecting anomalies [5], underscoring the crucial role 
FSMs play in understanding behavior of the system and 
tackling anomaly detection challenge 
 

 

Fig. 1 Finite-State Machine State 
 

 

2.3. Modbus/TCP 

Modbus enables data exchange between PLCs and 
sensors in industrial settings, but its TCP variant poses 
security risks due to plaintext transmission. This research 
stresses the need for robust security measures to 
safeguard system integrity and confidentiality. 

At the same time, leveraging Modbus commands to 
access the memory locations within PLCs [6], 
understanding DI and DO states via designated memory 
variable addresses is possible with Modbus. Real-time 
visibility into PLC status is facilitated through Modbus 
queries. It's crucial to manage Modbus communication 
security carefully to maintain system resilience and 
mitigate digital security risks in practical scenarios. 

2.4. Critical infrastructure testbed 

The study, carried out via a sequence of assessments 
conducted on the Dam Control System Cybersecurity 
Testbed [7] developed by TWISC@NCKU in Taiwan, 
established critical findings. Simulation validation 
confirmed the dam system's effective response to 

irregular circumstances, ensuring stability during real-
world operations. Testing on the testbed enhances dam 
system security and dependability, improving their 
ability to handle unexpected incidents during real 
operations. 

3. Build the PLC status set through ongoing 
exploration. 

3.1. System architecture 

To address cybersecurity concerns and detection of 
abnormalities challenges in critical infrastructure, this 
paper presents creating a test environment to simulate the 
system designed to detect abnormalities in dam gates 
Fig. 2. Every gate is regulated by a Programmable Logic 
Controller (PLC), featuring registers for accessing 
relevant commands and information. As a result, this data 
can accurately depict the current environmental 
conditions, including the necessity before commencing 
any operations, ensuring that the abnormal indicator light 
remains off.    

  

 Fig. 2 Abnormality Identification Diagram 

3.2. State set construction process 
Virtual Dam Gate Abnormal Detection testbed 

The testing platform utilizes the Modbus 
communication protocol to rack the status of 
Programmable Logic Controllers.  It utilizes a scanning 
interval of 0.5 seconds, followed by a 1-second pause 
after each scan, mimicking real-world operational 
scenarios. This process repeats indefinitely to monitor 
alterations in two crucial factors: scanning rate and state 
variability. Through an endless series of scans, this 
research will record the outcomes of each observation, 
providing a basis for in-depth analysis of potential 
variations and system behaviors. The primary objective 
of this testing platform is to thoroughly evaluate the 
virtual dam gate system's ability to detect anomalies. The 
flowchart is as shown in Fig. 3. 
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Fig. 3 Detection Process 

 

4. Experiment Results 

The system efficiently conveys gate conditions and 
phases through lighting changes. In remote monitoring 
mode, the remote indicator light signals regular operation. 
For flood discharge, personnel must switch to on-site 
mode (A to B), triggering the power indicator light. On-
site operations (C) are necessary, followed by gate 
opening (D to E). When fully opened (F), both on-site and 
power indicator lights illuminate. Fully open status is 
indicated by the fully open light (G). As the gate descends 
(H to I), the descending indicator light illuminates. See 
Fig. 4 for the Operation Process Diagram. 
 

 

Fig. 4 Process Flow Diagram 
 
 

 
Fig. 5 Test Findings 
 
During operation, unforeseen events like short 

circuits or malfunctions may cause the gate to jam, 
leading to overloading. Rapid response is crucial, 
activating warning lights to alert operators for 
maintenance or emergencies. 
According to the experimental results shown in Fig. 5, 
experimentation shows that querying every 0.5 
seconds uncovers unique states, highlighting potential 
intrusion opportunities. Thus, it's the optimal frequency 
for detection. The system communicates gate operations 
via light indicators, issuing alerts in abnormal situations, 
ensuring operational safety and ease of management. 

5. Conclusion 

This research implemented Finite State Machine 
approach to detect abnormalities in ICS operations, 
addressing challenges in identifying unusual activities. 
Experiments conducted at TWISC@NCKU's Dam 
Control System Cybersecurity Testbed in Taiwan 
validated our approach's effectiveness in recognizing 
atypical patterns, enabling swift identification by 
maintenance staff. Our research underscores the 
significance of handling abnormalities and offers a robust 
strategy to bolster ICS security, particularly in abnormal 
operation detection. 
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